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Agenda

• Facebook Numbers Game
• A Look at “FaceBot” a proof of concept for social• A Look at FaceBot  – a proof of concept for social 

networking malware
– “Antisocial Networks: Turning a Social Network into a 

Botnet” by E. Athanasopoulos, et  al of Institute of 
Computer Science (ICS),  Foundation for Research & 
Technology Hellas (FORTH)

• Seven Social Networking Hacks and Potential 
Countermeasures

• Some Network Initial Network Captures and Thoughts• Some Network Initial Network Captures and Thoughts 
About Network Monitoring and Ongoing Research

• Q&A



Introduction to Social Networking

• Massive adoption in the consumer market
– MySpace Facebook LinkedIn FriendsterMySpace, Facebook, LinkedIn, Friendster
– SecondLife, There
– Ning , etc.

• Statistics on Facebook
– Over 64,000,000 users
– Over 250,000 new registrations per dayO e 50,000 e eg st at o s pe day
– Over 200,000 developers have submitted some sort of 

Facebook application using basic programming skills and 
there are over 15,000 official apps, pp

– Users can add up to 20 friends per day
– Facebook apps can be considered as XHTML snippets that 

inherit all the properties of web applicationsinherit all the properties of web applications



Ideal Exploitation Platform?

• Social networks have intrinsic properties that make them 
ideal to be exploited by an adversary:ideal to be exploited by an adversary:
– Difficult to police:  very large and distributed user base
– Trust network:  clusters of users sharing the same social 

interests developing trust with each otherinterests developing trust with each other
– Platform openness  for developing applications that are 

attractive the general users who will install them



Other Precedents

• One of the ways to think about the broader risks of social 
networking against critical infrastructure is related to thenetworking against critical infrastructure is related to the 
problems of state-sponsored attackers
– “People’s War” concept a la Dragon Bytes – many home 

computers used as soldierscomputers used as soldiers
– Similar problem seen with Gnutella used as a DDOS 

platform
A i l t k ld b d i th– A rogue social network app could be used in the same 
manner or worse



My Own Facebook Experience

• Began by simply receiving an invite from my niece in 
collegecollege

• Months later received my first “friend” request from a 
noted InfoSec luminary

• Now have many security “friends” mixed with press, 
college students, vendors and other random people I 
meet on planesmeet on planes

• News items include people’s favorite dive sites, pictures 
of drunken college parties, best gay hotels in Greece, 
invitations to Battlestar Gallactica trivia contests and  the 
political views of many people



Why Don’t We Just Ban It All?

• Banning public social networking sites from corporate 
use may help with the distraction factor and with some ofuse may help with the distraction factor and with some of 
the other technical issues, but..

• In many cases, there is just too much personal 
information posted on these sites
– Information such as the full names of parents, pets, schools 

and other “keys” that are used to unlock personal and 
professional accounts

– Embarrassing or inappropriate pictures that could be used 
in blackmail scenarios (think Cold War)

– Lifestyle information that may create personal or 
professional problems



FaceBot “Photo of the Day” Application / 
Experiment

• Application designed to present a different National 
Geographic photo to an end-user every dayGeographic photo to an end user every day

• Although the app was only advertised to a research 
group and their friends, over 1000 people installed it in 
just a few days
– It is very common that Facebook applications require a user 

to invite a subset of his/her friends, and thus advertize the 
application to the Facebook community, prior to the 
installation. This practice helps in the further propagation of 
the application in Facebook. Typically, a user must 

h li i b 20 f h f i d i dannounce the application to about 20 of her friends in order 
to proceed with the installation.



Sample Code FaceBot

• <iframe name="1" style="border: 0px none #ffffff;
• width: 0px; height: 0px;"
• src="http://victim host/image1 jpg?

• Every time a Facebook user 
views a photo, HTTP requests 

• src= http://victim-host/image1.jpg?
• fb_sig_in_iframe=1&amp;
• fb_sig_time=1202207816.5644&amp;
• fb_sig_added=1&amp;

fb i 724370938&

are generated toward the 
victim host
– These requests are hidden 

• fb_sig_user=724370938&amp;
• fb_sig_profile_update_time=1199641675&amp;
• fb_sig_session_key=520dabc760f374248b&amp;
• fb_sig_expires=0&amp;

IFRAMES with inline images 
hosted at the victim

– When the victim clicks 
inside the application the• fb_sig_api_key=488b6da516f28bab8a5ecc558b4

84cd1&amp;
• fb_sig=a45628e9ad73c1212aab31eed9db500a">
• </iframe><br/>

inside the application the 
inline images are fetched 
from the victim, causing the 
victim to serve a request of 
600kb.



Attack Magnitude and Significance

Source:  E. Athanasopoulos, et  al 

• Even with a population in the low thousands, the request rate 
(HTTP) never fell below the tens and at peak times reached a few 
hundreds of requestsq

• There also seems to be a general “pack” mentality about the time 
when people login to check for updates



What Could This Application Do?

• A typical Facebook or MySpace user session ranges 
from a few to 10s of minutesfrom a few to 10s of minutes

• This test application was designed to absorb a fixed 
amount of traffic – limiting the application to pulling files 
and data off the network

• More sophisticated techniques would involve the 
creation of a JavaScript snippet which could deal withcreation of a JavaScript snippet which could deal with 
more complex tasks

• Another thought – a social engineering app – simply 
gather all the PII you can from the user’s page and 
aggregate on a server somewhere – this information has 
more value than credit cards with CVV2 numbersmore value than credit cards with CVV2 numbers



Other Possible Apps?

• Host Scanning: Using JavaScript, an attacker can make an 
application that identifies whether a host has arbitrary ports open.  

As browsers impose only few restriction on destination ports (some– As browsers impose only few restriction on destination ports (some 
browsers like Safari even allow connection to sensitive ports like 25), 
an attacker can randomly select a host and a port, and request an 
object through normal HTTP requests. Based on the response time, 
which can be measured through JavaScript, the attacker can 
d t i if th t i li tdetermine if the port is alive or not.

• Malware Propagation: An unsuspecting user can participate in 
malware and attack propagation. 
– If a server can be exploited by a URL-embedded attack vector, then p y ,

malicious social networking applications can contain this exploit. 
Every user that interacts with the application will propagate the attack 
vector.

• Attacking Cookie-based Mechanisms: Similarly to XSS worms, a 
li i li ti id th ti ti h i th tmalicious application can override authentication mechanisms that 

are based on cookies. 
– Badly-designed sites that support automated login using cookies 

suffer from such attacks.



Another Concern – Attack Firepower

• F(t) = aoutU(t)
– F(t) = Firepower of the malicious appF(t) = Firepower of the malicious app
– aout = Outgoing traffic a Facebook app can pull from a victim 

host
U(t) = The number of users accessing the app over time– U(t) = The number of users accessing the app over time

• We won’t get into the detailed math behind how we

Source:  E. Athanasopoulos, et  al 

We won t get into the detailed math behind how we 
calculate U(t), but let’s look at some statistics



Taking It to the Extreme

• If an adversary were able to develop an application as successful 
as FunWall for example a victim host would have to cope withas FunWall, for example, a victim host would have to cope with 
about 23 Mbit/sec of unsolicited traffic and nearly 248GB a day of 
unwanted data!

• Of course this assumes a lot about bandwidth and the lack ofOf course, this assumes a lot about bandwidth and the lack of 
proper network and security management…

• But, adversaries don’t need all that bandwidth… 



Countermeasures

• Again, banning social networking sites completely may 
be an option – but not necessary tenable over the longbe an option but not necessary tenable over the long 
term

• If that is not an option, you must start by closely 
monitoring and filtering traffic from social networking 
sites
– Perform full packet capture and session analysis of all HTTP e o u pac et captu e a d sess o a a ys s o a

requests
– Perform an automated review of the content of the referer

field to determine if the request originates from q g
facebook.com or not

– There are ways around the referer issue, so also look for 
zero byte IFRAMEs in facebook HTTP requestsy q



Top 7 Social Networking Hacks

1) Impersonation and targeted personal attacks 
2) Spam and bot infections2) Spam and bot infections 
3) Weaponized OpenSocial and other social networking 

applications pp
4) Crossover of personal to professional online presence 
5) XSS, CSRF attacks 
6) Identity theft 
7) Corporate espionage 

Source:  www.darkreading.com



Impersonation 
and Targeted Personal Attacks

We all have too much information outWe all have too much information out 
there….



Impersonation 
and Targeted Personal Attacks

• Ultimate Risks:
• ID Theft
• Burglary
• Harassment
• Social Engineering Use

• We have to be consistent• We have to be consistent 
in our use of 
technology….

• Once something is outOnce something is out 
there, Google caches it for 
a long time



Spam and bot Infections

• Malware via spam, phishing 
and spear phishing attacksand spear phishing attacks 
is very popular

• There is no fool proof 
countermeasure since users 
are in the loop and the 
threats are multi-
dimensional

• The application risks I 
ti d li id

• Recent Facebook 
Trojan downloadedmentioned earlier provide a 

fresh landscape for all kinds 
of attacks

Trojan downloaded 
malware onto end-
users’ machines once 
th d th li kthey opened the link



Weaponized, OpenSocial
and Other Applications

• Open Social 
– is a “set of common APIs for 

web-based social network 
applications, developed by 
Google along with MySpace 
and a number of other socialand a number of other social 
networks. “

• No mature security model defined 
in either the Google / MySpace orin either the Google / MySpace or 
Facebook models

• Difficult to police when hundreds 
of applications are runningof applications are running

• Could be used for good or evil, 
i.e., as a weapon



Weaponized, OpenSocial
and Other Applications

• Facebook “Secret Crush” 
worm

• Invitation to find out who has a 
secret crush on you

• You had to invite 5 of your y
friends before the application 
would work

• Attack spreads adware p
/spyware via an IFrame

• Installs Zango software and 
gets revenue at a minimumg



Crossover of Personal to 
Professional Online Presence

• Simple message – keep your personal and public life 
separateseparate
– YouTube Videos from conference late night parties
– Pictures on social networking sites

D l l i f ti di l d b f– Deeply personal information disclosed on any number of 
social networking sites



XSS, CSRF Attacks

• Cross site scripting attacks and cross-site request 
forgery attacks are serious concernsg y

• Characteristics important to this problem:
– Attacks involve sites that rely on a user's identity 

Exploit the site's trust in that identity– Exploit the site s trust in that identity 
– Trick the user's browser into sending HTTP requests to a 

target site 
– Involve HTTP requests that have undesired side effectsInvolve HTTP requests that have undesired side effects 

• Bottom line:  Any time a user loads HTML, there is an 
opportunity for a browser exploit

Recent discoveries of CSRF vulnerabilities in YouTube ING– Recent discoveries of CSRF vulnerabilities in YouTube, ING 
and the NY Times

– CSRF is not well understood in the web development 
community but better researched in the attacker communitycommunity, but better researched in the attacker community



Identity Theft

• General issue is similar to the 
targeted personal attack 

• Information that might be used 
to authenticate more sensitive 

problem – users are disclosing 
too much information on 
“public” websites

aspects of online life should be 
omitted, but could be tough
– Names of parents, 

• End users need to limit the 
amount of PII supplied on 
these sites

grandparents
– Pets
– Schools
– DoB
– Etc.

• Some organizations are trying 
new forms of password reset 
and onward authentication



Corporate Espionage

• Blocking access to social networking sites is not viable 
long term strategylong term strategy
– Social networking and virtual worlds as forms of 

collaboration are being adopted across the enterprise
Users will access these sites from home and write about– Users will access these sites from home and write about 
work-related experiences

• The availability of corporate intel on people will facilitate 
spear phishing attacks and other types of corporate 
espionage:
– “Dear Fred Jones, Congratulations on joining XYZ , g j g

Company. Click on this link to access our HR Intranet and 
then log in with your regular network username and 
password so we can update our files.” 



Illustrations



Thanks / Q&A
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