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Cyber Security:
“is the application of technologies, processes, and controls to 
protect systems, networks, programs, devices and data from 
cyber attacks.” (gov.uk)

“is the art of protecting networks, devices, and data from 
unauthorized access or criminal use” (US CERT)

“is the protection of computer systems and networks from 
information disclosure, theft of, or damage to their hardware, 
software, or electronic data” (Wikipedia)



Digital Safety:
“Safety of your data, and your finances”
(Data breaches, PII, PHI, scams)

“Harm to your digital self or online persona”
(Online bullying, sextortion, stress / mental harm / physical harm…)

“Real-world health and safety”
(Planes, trains, automobiles, med-tech, agri-tech, drone-tech, CNI, manufacturing, 
IoT, smart-everything, AI…)



We should be 
expecting the risk 

being reduced!



Cost of Cybercrime



Where cybersecurity is heading today ….. 
…. protecting ….. 

…. assets …..

…. economies …. 
…. business data …. 

…. Global Trade …. 
…. standards to enable more …. 

…. “transactional” trust …. 
…. Skilled Cyber Workers …. 

Source: World Economic Forum (WEF)

Not about real-world people’s safety!

https://intelligence.weforum.org/topics/a1Gb0000001SH21EAG?tab=publications


















Who’s Liable?







www.productsafety.govt.nz
o “Consider whether the product’s technology (e.g. software) 

should provide warnings or instructions to the user”



“Digital Safety”

We need to pull the conversation away from

”Is this system secure?”
(Pen-testing, bug-bounties, security patching, vulnerability management, [Dev]SecOps) 

to

”Is this product or service safe?”
(Standards, certification, product warranties, liability…)



Principles: Fail Safe and Safely Fail
o Risks / Controls
o Safety Measures
o Usage Analysis / Affordance 

Modelling
o DFMEA (Design Failure 

Modes and Effects Analysis)
o Consequence Mapping



Principles: Least Complexity
o Safety is the inherited from the sum-total of the parts…

o Your code
o 3rd party libs (SBOM)
o APIs
o SaaS / PaaS / IaaS
o AI
o SOUP



Principles: Model the Physical World
o Certified componentry
o Certified professionals
o Professional Indemnity 

Insurance
o Licensed to operate
o Liability
o Product EOL / Replaceable 

Parts / Pre-Emptive 
Maintenance



Principles: Trust Only When Verified
o Flipping the “Trust But Verify”
o Zero-Trust

o Devices
o Vendors
o 3rd Party Code
o Shared Responsibility (for everything)

o ”Good brakes make the car 
go faster…”



Principles: Democratizing Digital Safety
o Let the people choose

o Transparent
o Understandable
o Consistent
o Mandatory

o DDSR (Device Digital Safety Ratings)
o NOT a TRAINING PROBLEM!



Pulling It All Together
Transport Tech Co

A City’s Transport Tech

A Country’s Citizen’s 
Digital Safety

A State’s Citizen’s 
Digital Safety

“Democratising Digital Safety”
Building “Digital Trust”



Your Help, Please:
o The Good

o What are you doing that’s working?
IEC 62443? ISO 26262? NIST CSF? C2M2?

o The Bad 
o What are you doing that’s

not?

o The Ugly
o Actual examples of harm?



Your Help, Please:
o FIRST Digital Safety SIG

https://www.first.org/global/sigs/digital-safety

o Manifesto / The Pledge
“I will prioritize the safety and well-being of users in 
all digital systems I work on or influence…”

o Digital Safety Roadmaps
o Country – State – City – Tech Provider

https://www.first.org/global/sigs/digital-safety

