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Thinkst Labs

e Thinkst helps customers know... when it matters
e Labs is the research group within Thinkst

e Labs also publishes a quarterly research review:
ThinkstScapes

o We spend a lot of time on making this a good read...
o And we give it away for free: thinkst.com/ts
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The visibility gap

e Deception engineering is a Information and data
Responsibility always

nascent f|e|d, and |t,S hal’d retained by the customer Devices (Moblle and RCs)

Accounts and identities

Identity and directory infrastructure
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e The SaaS-ification of business vt by 700 :Zf';;i:to,s
critical infrastructure means e
there are more blind spots at the Physical hosts
seams of the shared R oud movider ™ Physical network
responsibility model Physical datacenter

o Attackers exploit these seams

. . Microsoft Customer Shared
where context is limited — . ‘




Background: Adversary-in-the-middle phishing

AitM is an evolution of cloning a victim N T
. User puts their . Phishing site proxies
We bSite passxford into the requestg!o !h:aclual

phishing site website
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the MFA screen to 3. Website returns an —
The attacker acts as a reverse proxy ot  MPAseen
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8. Phishing site redirects

N the user to another 7. Website returns a
AitM can defeat most MFA page sesion cooke
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Massive growth in AitM phishing
e) > 500A) YOY growth 2021_2022 TLS session 4————»  Malicious proxy server ~4———  TLS session

o Kroll (IR firm) reports that in 90% of their
investigations Q2&3°'23 MFA was in place but M365
sessions were still stolen




Target for this project: Entra ID

e \Where could we build a lightweight sensor that provides alerts on detected
badness?

e Azure Entra ID (or more broadly login.microsoftonline.com) is the landing

page for many organizations
o Microsoft doesn’t have all the context of who'’s expected to be logging in, and how for each
tenant
o The tenant owner doesn’t see the raw telemetry pre-auth

e The Entra ID Canarytoken is one small step towards improved visibility



The token

Entra ID allows for tenants to customize their login page
o  Most importantly CSS

The body element is completely covered by other
content, so we can safely change its background to a
url () that points to our serverless functionality

The Entra ID login page specifies a referrer-policy

Serverless function checks to see if the Referer
matches a Microsoft domain

a5 Microsoft

jacobdev@scsilll.onmicrosoft.com

Permissions requested

Re or your organization

Azure Login Canarytoken Installer
THINKST APPLIED RESEARCH (PTY) LTD #%

Cancel




Happy case

[1] User loads the Azure Entra ID Login Page

—_—— e e e e e e e e

[2] Login page includes the custom CSS A

=

[3] User fetches CSS url () from AWS CloudFront

[4] AWS CloudFront sees the Referer matches the expected and returns a 1x1 GIF

 GIF |




Unhappy case

[1] User loads phished Login page

_————————————»

[2] Login page includes CSS

[3] User fetches CSS url () from AWS CloudFront

[4] AWS CloudFront sees the Referer doesn't match the expected and issues redirect

[5] User fetches redirect URL from Canary Token server

[6] Canary Token server alerts, and returns 1x1 GIF

Canary Token
Server






https://docs.google.com/file/d/1k2wwES2pPabL_TkHh5i26i5BO71F2EIv/preview

Canarytoken triggered

ALERT

A CSS cloned website Canarytoken has been triggered by the Source IP ”v-

Caught youl!

Basic Details:

Channel HTTP

Time 2024-01-24 21:57:03.108330
Canarytoken f84z88jbpfuclatsnsblcl
Token reminder Blog and personal site
Token type CSS cloned website

Source IP

© (Windows NT 10.0; Win64; x64)
User-agent ApplellebKit/537.36 (KHTML, like Gecko)

Chrome/128.6 8 S i/537.36
Referer

Canarytoken Management Details:

Manage this Canarytoken here

More info on this token here

Did you know some of the best 2
security teams in the world run Q
Thinkst Canary? A




Now... »
Show me the data




Our take on data sharing

e We’re not a threat intelligence firm

e Threat sharing data is often: interesting but not as often: useful
o The data was useful to the tenant owner, but others?

e Not worth sharing data that’s only interesting
o  Until recently we didn’t think any of our data was useful
o E.g., 85% of the domains we alert on are seen only for a single day



Too often you see these
types of charts



Interesting? Infrastructure analysis




Interesting? Infrastructure analysis

Phishing certificates issued

Sectigo
Amazon
CloudFlare

DigiCert

Google

Let's Encrypt







Then you get the
feel-good data



From 0 to millions for some piz=-

Margherita

Sauce Tomate aux Herbes, Mozzarella

=@=Monthly Hits ee=Mon

*Data as of 10/10, only including the open-source canarytokens.org




Time from certificate creation to first alert
Alert analysis

~45% detected in first day after -
certificate issuance!

~75% in first week!

5 10 15 20 25 30 35 40 45 70 75
Davs

Time from domain registration to first alert

—_ . 15% detected in first day of

domain registration!

1 10 100 1000 10000
Days (Log scale)




Then the interesting data



Split of new and “seasoned” domains

Domains by age (days)

> 1096
5%

366-1095
4%
181-270
5%

91-180
8%




Our view into malicious activity

Witnessed activity
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Alerts per month

Month

—e—Mean lifespan ——# of alerts

Linear (# of alerts)




Early on: An interesting case

e “Splash damage”: One domain -> multiple tenants

e Example:
o Domain was <biotech firm name> + bio.com
o  <biotech firm name>.com is the real domain
o All the hallmarks of AitM phishing
m  Apex domain redirects to example.com
m Recently registered domain and Let’s Encrypt certificate
o And yet we see this domain phishing another tenant

e Interesting since the phishing tools are incredibly touchy to prevent getting blocked



Now we see
multi-tenant alerts
all the time...



What does this mean?

e Achange in attack THO“GHTW !MEMEL\;VASU |
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Unique domains alerted on
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An indication that our data is useful

Percentage of domains seen across tenants




Leads us to...
useful data?



Our thinking has changed i

e \We have a wider aperture
o More cross-tenant hit visibility

e See more badness
o  While only a minority of domains last > 1 de

e Seen data for longer

o Know the dangerous corners of the internet
o Top 3: .workers.dev,|.azurewebsites.net, .web.core.windows.net




Why care about our data?

e \We see only successful phishes — irrespective of methods
e \We see data from behind the defenses

e \We see data early

o The number of alerts we see within a day of creation means we must be catching attackers
testing...



Sharing the data!



How/where to share?

e Directly with those hosting these sites?
o Alot of work, but would end up with the best resolution

dWS

Hello,

This is a follow up regarding the abusive content or activity
report that you submitted to AWS. After our investigation, we
are unable to verify your claim. Please provide additional details
to assist us in further investigation.




Now starting to flow some domains into MISP

M Azure Entra ID phishing

Event ID 264046

uuID d383aff1-d9c0-49e4-8fe8-45efff302053 1P
Creator org thinkst.com

Creator user Jacob@thinkst.com

Protected Event & Eventis in unprotected mode.
(experimental) @

@ QU %t x | @ [ICEWEINY 5 x | @ [Phishing %" x | @ circkincident-classification="phishing" %" x
) phishing:techniques="fake-website FgiEd (X u Lo e 0

o IPs
o LookyLoo analysis




Caveats



Adversaries adapt

e Already some red teamers recognize the risks of the Referer header

o Inject a referrer-policy header from AitM to provide none

o Browser-in-the-middle that runs e.g., a Chromium browser and sends only the pixel data
e We currently do not alert on blank referrers

o The tooling as available doesn’t change the referrer policy
e We could change that behavior easily

o We constantly are evaluating the false positive risk, and how noisy it would be

o Consistently we see about 0.05% (72 of 1/10th of a percent) of hits have a blank referrer
e Also... Sometimes the good guys trigger alerts

o Microsoft SmartScreen, and other phishing block-lists will revisit/retrigger to see if adversary
infrastructure is still active



Bandaids shouldn’t stop aiming to a gold standard

e Authentication providers should be pushing phishing-resistant MFA

e Conditional Access shouldn’t require disabling the industry-standard security

settings
o Tenant owners should be able to have both



Conclusions

e AitM tooling is making it easier to steal sessions and credentials, even with
\V/[ 2N
o Entra ID is a popular target for AitM phishing
e SaaS outsourcing reduces visibility, making detection engineering harder
e The Entra ID token offers a sensor to help organizations detect AitM against

their tenants before the victim even logs in
o Free @ canarytokens.org!

o  Gaining popularity, more popularity = more data on attackers and faster response
o Data starting to flow to MISP

e Still need to move people away from phishable credentials
e Consider visibility costs with outsourcing



Thank youl!
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