
Geospatial Business Intelligence Experts

440-376-4707 Mobile  Shawana@globalinsights.com 

 

Dr. Shawana P. Johnson, GISP 

DAY-CON XVIII
What is Happening In Space 

– A Cyber Brief

mailto:Shawana@globalinsights.com


Today’s Content

• Chinese Space 

Maneuverability

• US Commercial Capabilities 

• Cybersecurity and Hidden 

Dependencies in Space 

• Protecting Cyber Supply 

Chain
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US MIL CYBERSECURITY MARKET



Chinese Space Maneuverability

Chinese scientists turn 
largest Earth surveillance 
network satellite upside 
down to hunt killer 
asteroid

Chinese launch 4 satellites 
directly from sea



Chinese Natural Resource Missions

At Space Mobility Jan. 
30, ‘24 Chief Master Sgt. 
Ron Lerch, of the Space 
Systems Command’s 
intelligence directorate, 
said China’s rapidly 
advancing military space-
based reconnaissance 
capabilities are 
worrisome… Especially 
the SAR capabilities.

Chinese Space Maneuverability



Chinese Weather Balloon
 Chinese Space Maneuverability



CHINA Lands on Moon to Collect Samples

.

4 PM EDT, June 2, 2024
BEIJING (AP) — A Chinese 
spacecraft landed on the far side of the 
moon Sunday to collect soil and rock 
samples. Chang’e 6 moon exploration 
program, which is named after a 
Chinese moon goddess. It is the second 
designed to bring back samples, 
following th Chang’e 5, which did so 
from the near side in 2020.

Chinese Space Maneuverability

https://apnews.com/article/china-lunar-probe-sample-return-space-def5b9e054fbc3a681952d3c7ad002fe
https://apnews.com/article/china-lunar-probe-sample-return-space-def5b9e054fbc3a681952d3c7ad002fe
https://apnews.com/article/water-moon-glass-beads-china-sample-return-28447e31610ad93a78c140ef518086ac


The Result: Chinese Flying Satellites Like Fighter Jets – 
Counterspace Tactics

PLA’s Academy of Military Science, A Study of Space 
Operations, 

“Whoever is the strongman of military 
space will be the ruler of the battlefield; 
whoever has the advantage of space has the 
power of the initiative; having ‘space’ 
support enables victory, lacking ‘space’ 
ensures defeat.” 
Jiang Lianju and Wang Liwen (eds.), Textbook for the Study of Space Operations 
(Beijing: Military Science Publishing House, 2013), p. 1.



Commercial Dual-

Use Technology 

Addressing 

Emerging Spectrum 

Threats and  

Vulnerabilities
33



ExoAnalytic Global Telescope Network 
info@exoanlytic.com – Clint Clark

World’s largest commercial 
optical telescope network – 300 Units Tracking 

Chinese Satellite Loitering – Looking at 
EXPLOITABLE TIME when they don’t have 

Situational Awareness

mailto:info@exoanlytic.com


CompassData
haydenh@compassdatainc.com 

mailto:haydenh@compassdatainc.com


Aerostar
https://www.aerostar.com

.



US INDOPACOM
Addressing Agile, Flexible Space 

Solutions

.

IndoPACOM 
Crimson Viper 
providing a  low-
cost entry point – 
for commercial 
dual use 
technologies 
August 5-16, 2024, 
Thailand



SDA: Fuse, Use, Analyze and Inform 
Invert 2-D Hyperspectral Imager

.



SDA: Fuse, Use, Analyze and 
Inform

.



Emerging Spectrum 

Challenges Cyber 

Vulnerabilities
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Cyber Vulnerabilities

Jun-22

            17

SPACE
• USE – space debris as the hack vehicle

• HOW – use circa 1980-1990’s satellites

•WHY – age, Hard to attribute, cheap, 

• Provides – Anti-Access, Area Denial 
through collision



Cyber Vulnerabilities

Jun-22

            18

AIR
• USE – Manned and Unmanned
• HOW  – BLOS Systems, Mesh, 

Other
• WHY - Provides – Precision Strikes, 

due to Comms Interference



Cyber Vulnerabilities
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 Terrestrial
• USE - Ground Based Communications 

Systems, Manufacturing Systems

• HOW – Ground stations, SCADA Systems

• WHY – Cheap and a Key Access to NATO 
• PNT
• ISR
• Missile defense
• Comms – Radio, CBRS
• Weather
• SSA



Notable Events
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What is Impact of 

Cyber – Space?

6



Wicked Problems &

 Perfect Storms
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• Colliding/Convergent 
Domains (Cyber, 
Physical, Social, 
Economics…)

• Unmanaged Assets, 
Hidden Dependencies

• Disruptive & 
Transformational 
Trends in compute 
and social media 

• Lack of imagination – 
Novel and Emerging 
Threats 



Protecting Cyber 

Supply Chains

14



Progress: US Cyber Focus 

& Advanced Architectures 
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Progress: ALL DOMAIN SENSING 

CROSS FUNTIONAL TEAM
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CONNECT THE EDGE TO EVERY DOMAIN



Progress: US CYBER COMMAND 

Air Force – Salt Typhoon Hack
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General Timothy Haugh said the 
hack — which some in the 
intelligence community called 
"mind-boggling" — is just one part of 
China's global cyber program. "So 
that is an area that we have to 
continue to be able to educate our 
allies, our partners and the American 
people of what the [Chinese] intent 
is, whether it be coming at our 
critical infrastructure or intending to 
do collection through a large-scale 
series of operations against our 
telecommunications industry,"



Progress: US Cyber Focus 
Army Cyber Command & Army Futures 
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Progress: US Cyber Focus 

Army Cyber Command
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Counterspace Tactics – EDGE AI
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Counterspace Tactics
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“The US no longer has space 
superiority, China has it. Everyone 

must tell the message we CAN’T let 
China have power in Space they 

will behave in Space they way they 
do on the Ground.”

Stated Major General Gregory J. Gagnon, Deputy Chief of Space Operations for 
Intelligence, US Space Force, Mitigating Threats to Space Operations through 
Intellgnce, Collection and Analysis, June 5, 2024 -7th Smallsat & Space Access 

Summit, National Harbor, MD
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Thank You!

https://www.globalinsights.com/
mailto:shawana@globalinsights.com
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